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Email Quarantine User Guide

Overview

When Check Point Harmony identifies an email as potentially dangerous — such as a phishing
attempt, a message with a malicious attachment, or suspected spam — it will not deliver that
email to your inbox. Instead, it places the message in quarantine where it can’t cause harm.

How to Sign in to the Check Point Email Quarantine

Access the Email Security Portal using_https://email-security-portal.checkpoint.com.

NOTE: Sentry Technology Services will also push down a bookmark to your browser.

1. Click > Sign in with Microsoft credentials:
2. Follow the on-screen instructions and sign in with your Sentry Management
email address.

Welcome to
Email Security
Portal
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YOU DESERVE THE BEST SECURITY

— Email Security Portal ——



https://email-security-portal.checkpoint.com/
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NOTE: Below is the Quarantine Portal Interface

® jlaroche@se

Overview
Trusted Senders Fiters | [ Email Date (Last week) - f LastUpdate . Subject . sender . Recipients . Status 1 State Al o)

Manager Approvals

0/12 Emails selected

a Invoice Summary for Your Account o
Netflix Notif i co) Wednesday, 20 May 2026, 12:59
Subscription Team renewal unsuccessful: update your billing details todar Wednesday. 20 May 2026, 08:5
P pastey 9 v o Andr Wolfram (andrwolfram@videomarz.com) Wednesday, 20 May 2026, 08:53
o [ Display Images |
d Wednesday, 20 May 2026, 10:01
. .
Reminder: Scanned Doc from MX-2651 Membership Renewsl Details
Invoice Summary for Your Account
Andr Wolfram (andrwolfram @videomarz.com) Wednesday, 20 May 2026, 08:53 Membership Renewal Detals
Invoice Summary for Your Account ;:{iﬁf};b;‘;“:;gg;;zi?;ﬁf;“"“ ¥ Cikranypi)
1. This message verifies your recent submission.
Aelle Zartman (airellezartman@ainvolc.com) Tuesday, Your Your Entry Code has been attached and saved for your records.
. \voice and P « Cordirmat For installation guidance or reactivation assistance,
Invoice and Payment Confirmation please contact our technical support team through the official website.
To report any unauthorized transaction,
Amrine Wooster (amrinewooster@spabodr.com) Monday, Please contact Contact Customer Service at_(864) 908-0253
Order 1944-WMZY-RFBK is progressing through delivery stages
Shipping Details Record No.: Z693Z03LM4821
Webroot Details Date: 20 May 2026
TEMU (TEMU_promo@shoppingbestof.shop) Monday, From:
Webroot Antispyware
# Wow ! Theses TOP 10 Products are amazing ! Telephone Support: (864) 908-0253
TEMU (TEMU_promo@shoppingbestof.shop) sunday, 17 May 2026, 00:23 Total Protection - 4.0 Year
(x1 Device License)
@& Wouw !l Theses TOP 10 Products are amazing — Try Them Now!
USD257.88
Danielle (danielle@cloudmarketingco.com) Friday, 2026, 10:31
] Subtotal: USD357.88
RE: Jeffrey Tax (0%): USD0.00
TOTAL: USD357.88
TEMU (TEMU_promo@shoppingbestof.shop) Friday,
Payment Method: Auto Debit (Authorized)
# TOP 10 Products Since the Start of the Month — Try Them Now! Billing Gycle: 4.0 Year (Auto-renawal)

Start Date: Wednesday, 20 May 2026

Security (xo@da.hardhatchat build) Thursday,

renewal requires di Quarantined o Phishing Detected as Phishing.

TEMU (TEMU. i hop) Wedne 26, 14:53

ay, 13 May
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How to restore emails that need an administrator's approval
NOTE: Request Restore option bottom right.
To restore these emails:

1. Select the email you want to restore.
2. Click > Request Restore

Defect was assigned 10 you by user S & in review Edit review - Harmony SASE - Migrating Har.

e Collaborator Enterprise (mullalssmutes Gt )

Defect was assigned to you in review Edit review - Harmony SASE - Migrating Harmony SASE Workspace to Infinity Portal

o Suspected Phlsl'ung Suspected Phishing email

a. The Request Restore window appears.
b. Enter the restore reason and click Submit button.
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© Request Restore

Flease enter the restore reason below:

Type...

\\ 0250

[ Cancel ] Submit

3. The Request Submitted window appears > click Close

Request Submitted

Your request will now be reviewed by an administrator.

\
=
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4. The email status changes from Quarantined to Pending Restore Approval.

Start Your Review: Edit review - Harmony SASE - Migrating Harmony SASE Workspace to Infinity ... | * Pending Res

e Collaborator Enterprise (pll s g w -) Monday, 29 April 2024, 11:27

Hello,

You are added as a Author for new review Edit review - Harmony SASE - Migrating Harmony SASE Workspace to Infinity Portal.
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o Suspected Phishing ‘ Suspected Phishing email

Requested att Monday, 29 April 2024, 13:112
Justification: Internal Natification

| Pending Restore Approval

NOTE: If the administrator (Tech Support) approves the request, the email is restored to
your mailbox and the email status changes to Restored.
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Password Protected Attachment(s)
e.g. Excel, PDF attachments, etc.

If you receive an email that includes an attachment that is password protected AND the
password is NOT found in the message, to secure sensitive data Check Point adds an
extra layer of protection against unauthorized access.

Check Point has configured the policy to require users to enter the attachment
password (NOT your Sentry email password)

The system temporarily removes the attachment and adds a warning banner to the
email. This banner includes a click here link where you can securely enter the
“attachment” password to access the attachment.

o Invoices@mycompanny.com
To: Bob Target /

/

Removed Attachments.txt g

602 bytes

| § I Attachments in this email were temporally removed as they are password-protected.
0 to retrieve the attachments, click here and enter their passwords.
Hi Bob,

Attached please find your $20K invoice

The password to open the file is the name of this month, followed by 123.
Yours,
The finance team

N\ Reply ~? Forward
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Enter the password for the attachment and click submit.

X

@

Release Password-Protected Attachments

Type in the password for every attachment below and click Submit

R

. ™
a Invoices.zip oooocooooo|

™

h‘m

After you submit, the Anti-Malware engine scans the attachment for malicious content.

Original Attachments on their Way

The password-protected attachments are now scanned for viruses.
Depending on the scan results, original recipients will get the original email with all the attachments

If the Anti-Malware engine finds the attachment as clean, the original email with
password-protected attachment gets delivered to the original recipients of the
email.
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If the email was already released, this message appears:

Original Attachments on their Way

The password-protected attachments are now scanned for viruses.
Depending on the scan results, original recipients will get the original email with all the attachments
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To restore an email and its attachments from quarantine:

1. Click the link provided in the email.
2. If prompted, enter the reason for restoring the attachment, click > Submit
~m®

YOU DESERVE THE BEST SECURITY

ATTACHMENT RESTORE

After you submit, the admin receives the request.

CHECK

YOU DESERVE THE BEST SECURITY

ATTACHMENT RESTORE

The admin has received your request, your attachment will return once apy

After the admin approved, the user receives the original email.



